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Planes, Trains, & Automobiles - 
All Vulnerable
WootCloud: Agentless Network Segmentation & Access Controls

Manufacturing lives is a double-sided par-
adox of security: Not only are they building 
smart devices and robotics, but they’re using 
smart devices and robotics to do it. Industrial 
robots are used throughout modern manu-
facturing, from construction and supply chain 
management to automation in shipping and 
inventory control. There have been numerous 
indications in the last three years, as every 
device that connects to the internet contains 
the capability to take down that network or 
worse – introduce flaws into the manufactur-
ing process.

Whether it’s the robot or smart device or 
the interface which controls it, or a sensing 
interface that looks for commands from the 
outside, manufacturing is the new frontier for 
both innovation and security danger. Wheth-
er the manufacturing is a cardiac device that 
can be hacked or a coffee machine that can 
be hacked through wireless – that’s right, 
getting a latte and hacking the network right 
through the device – the Internet of Things 

(IoT) is a huge area of vulnerability for manu-
facturing. 

Everything is now Smart in the manufactur-
ing environment, but that does not presup-
pose that the creators of each device made 
them both Smart -and- secure. An espresso 
machine’s core competency is making coffee. 
Maybe its designers wanted you to be able 
to make a cup while you’re in an important 
meeting and alerts your phone when your 
coffee is ready. Once you have a sensing inter-
face and a mobile or network connection, you 
have a potential vulnerability in your entire 
infrastructure. 

With all the automation and speed, you’ve 
brought into your manufacturing lines to 
disrupt technology , it’s important for every 
IT team to address the important question: 
Who watches the Robots? We say, WootCloud 
does.

https://www.vox.com/2017/5/3/15521520/industrial-robots-build-cars-hacked-security
https://www.vox.com/2017/5/3/15521520/industrial-robots-build-cars-hacked-security
https://www.zdnet.com/article/fda-warning-scores-of-heart-implants-can-be-hacked-from-20ft-away/
https://www.zdnet.com/article/fda-warning-scores-of-heart-implants-can-be-hacked-from-20ft-away/
https://www.forbes.com/sites/daveywinder/2020/09/27/hacker-takes-coffee-machine-hostage-in-surreal-ransomware-attack/#513e0b8d77f0
https://www.forbes.com/sites/daveywinder/2020/09/27/hacker-takes-coffee-machine-hostage-in-surreal-ransomware-attack/#513e0b8d77f0
https://roboticsandautomationnews.com/2020/04/06/how-automation-is-disrupting-all-kinds-of-manufacturing-in-2020/31499/
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Whether Ransomware, DDoS, or even just a misconfigu-
ration from a device that spams the network to a stand-
still, any incident can have serious consequences to your 
production line. Security can no longer be assumed with 
all this new, specialized technology brought together 
as a whole. It needs to be evaluated for risk, controlled 
for access, and managed with the same care and by the 
same team as looks after your network and infrastruc-
ture. The same quality, capability, and safety must be ap-
plied to your robotic and smart device security controls 
as you apply to your process engineering.

Key Cybersecurity Challenges from 
Manufacturing Devices
• Increase in attack surface – In 2019, global in-

dustrial robot sales hit $16.5 billion , and it’s expect-
ed to grow 10-12% over the next two years. From 
WootCloud’s own data, most customers do not 
have an accurate assessment of smart devices to 
know where their attack surfaces exist.

• Sideways motion from smart devices - Blue-
tooth-enabled devices which are susceptible to 
BlueBorne  can be used as a gateway to other 
devices on other radio frequency (RF) spectrums. 
A Bluetooth device will likely have a WiFi radio and 
possibly a NIC. Those can be used to start a denial 
of service attack on DHCP servers, or via robotic 
access points. If there are enough devices affect-
ed, it can become a DDoS attack and take down a 
network.

• Most Vulnerable Manufacturing Devices – 
Industrial Control Systems (ICS)  are among the 
most commonly targeted systems in Manufactur-
ing. Robots in general are being targeted more 
because they’re a more obvious line of attack into 
the system . But whether it’s IP data loss, DDoS, 
or industrial sabotage , all of this can result in loss 
either in the short term (loss of production time) 
or long term (loss of life or customer confidence). 
The  WootCloud technology passively scans for 
the device make and model and then obtains 
vulnerability assessment information from various 
sources, including the FDA and NIST databases to 
provide actionable insight.

• The Regulations – For Medical Manufacturing, 
the FDA requires both trustworthy electronic 
records and establishing security and safety pro-
cedures and following them.  OSHA requires robot 
safety for the interaction with humans.  Security is 

Most customers discover 
more than 2x the number of 
smart devices functioning 
in their production facilities 
during a WootCloud device 
scan and survey. More 
accurate device counts are 
critical for smart device 
security best practices.

https://www.themanufacturer.com/articles/industrial-robots-global-sales-hit-record-16-5bn/
https://www.themanufacturer.com/articles/industrial-robots-global-sales-hit-record-16-5bn/
https://www.geeksforgeeks.org/blueborne-attack/
https://www.staffmanagement.com/resourcecenter/blog/cybersecurity-for-industrial-control-systems
https://www.insurancejournal.com/news/national/2020/08/06/578131.htm
https://www.insurancejournal.com/news/national/2020/08/06/578131.htm
https://www.darkreading.com/vulnerabilities---threats/researchers-hack-industrial-robot-/d/d-id/1328790
https://www.robotics.org/content-detail.cfm/Industrial-Robotics-Industry-Insights/The-Law-is-the-Law-Using-Robotics-to-Comply-with-FDA-Regulations/content_id/1080
https://www.osha.gov/dts/osta/otm/otm_iv/otm_iv_4.html
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no longer a “nice to have” – it’s a must have to save 
lives and reduce costs along with risk.

The WootCloud Platform conducts a site-wide survey 
of all smart devices used in your facility – whether they 
are connected to, or simply broadcasting in the airspace 
around, the network - and provides you a prioritized list 
of risk exposure. With device access controls, you can 
create micro-segmentation of your network by floor or 
building, department, or group function to keep any 
future breaches limited in scope to reduce your risk.

The WootCloud Security Platform for 
Manufacturing Security

Addressing robotic and smart device vulnerability chal-
lenges requires an advanced platform that combines 
device detection and profiling with capabilities in net-
work segmentation and access controls. WootCloud is 
a leading network segmentation and secure Network 
Access Control (NAC)-less solution which secures infra-
structure and robotic devices across your entire produc-
tion line, providing a holistic view of every device by risk 
and location.

Sample Executive Dashboard showing risk rankings and assets
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WOOTCLOUD CAPABILITIES

100% Industrial Device Detection Scanning Multi-
ple Spectra
Through a simple out-of-band connection to your net-
work, the WootCloud platform profiles and classifies 
devices, users, connections, applications and operating 
systems throughout your environment. WootCloud 
documents the devices and their existing connections, 
including connections to unmanaged devices or rogue 
networks that you might not be aware of.  WootCloud 
scans multiple communication protocols like WIFI, 
Bluetooth and BLE, and looks for devices both on and off 
the network, including the RF spectra.  Other solutions 
only see devices connected or paired to the network. If 
the device emits an RF frequency, WootCloud can see 
it, fingerprint it, and categorize the risk to the rest of the 
network along with providing recommended actions. 

Accurate Robotics and Smart Device Discovery
WootCloud’s deep device detection technology yields 
accurate device counts with a low rate of false positives 
and renders a dashboard showing high-priority risk 
items requiring remediation. If a device has multiple net-
work interfaces for sharing information, WootCloud cor-
relates these multiple interfaces as belonging to a single 
device, providing an accurate accounting of devices. The 
comprehensive device inventory that WootCloud gener-
ates includes critical information like device manufactur-
er, model, serial number, location, username, operating 
system, classification, and connections made over time.

WootCloud HyperContext® for Industrial Devices 
WootCloud profiles every detected smart and industrial 
device on hundreds of attributes which generates a de-
vice context database known as WootCloud HyperCon-
text®. These attributes include: 

 ▶ Association of all the physical interfaces of the device 
and the spectrum of operation of each interface

 ▶ Type, Category of the device and related information
 ▶ OS, patches, services and applications running on 

the device
 ▶ Functionality or the “purpose in life” of the device
 ▶ Micro-location of the device, its mobility patterns and 

times of visibility
 ▶ Ownership information of the device and its control 

information
 ▶ Users on the device
 ▶ Behavior-based analysis of all the data transmissions 

across all protocols and spectrums
 ▶ Risk and vulnerability information, other information 

collected by other tools used
 

WootCloud provides real-
time visibility and insights 
into everything connected 
to your production 
sites and network so 
IT, IS, Scheduling, and 
Manufacturing have a 
common baseline to make 
strategic decisions.

WootCloud reveals 
more accurate device 

counts - critical for asset 
management and risk 

assessment.

WootCloud captures 
more than just device 

information – WootCloud 
HyperContext intelligence 

creates strong, 
unbreakable access control 

policies.
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All the collected data and insights are used to develop 
a device fingerprint called WootCloud TrueID ™ which 
accurately recognizes the smart device or robot, groups 
devices of the same kind together, and establishes the 
device’s normal operation and function.

WootCloud Network Segmentation for Manufac-
turing Devices
WootCloud’s network segmentation is dramatically 
simpler to implement, robust and scalable and closes 
a glaring gap found in traditional NAC solutions which 
fail to adequately secure managed and unmanaged 
devices. The technology is based on the premise that 
each device has a completely different risk and threat 
assessment profile. E.g. a plastic injection machine has a 
different risk profile than a Cartesian system or a SCARA 
robot. And all of these are managed separately than the 
smart locks and CCTV overlooking the factory floor.

WootCloud lets you continuously, dynamically, and auto-
matically segment the network at the device level based 
on the needs and zones of your manufacturing plant:

Physical 
Properties

• Device Type
• Interface
• Functionality

Logical
Properties

• Ownership
• Controls
• Department of
  Use

Risk
Categories

• Location
• Time of Operation
• Assembly, 
  Finishing, etc.
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By distilling it down to each device, SecOps can:

 ▶ Auto-enforce granular policies based on device con-
text

 ▶ Enable more granular control of network systems
 ▶ Better isolate a security flaw is exploited

Simple rule creation by IT 
creates “zones” or micro-

segmentations of your 
manufacturing network 

and operations to protect 
critical assembly areas.

Providing threat detection relevant to each device type working with OEM partners
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Dynamic Access Control for Robotics on the 
Move

Some manufacturing devices are constantly on the 
move when needed in different departments, floors, or 
rooms. WootCloud offers NAC-less, software-defined dy-
namic access control based on security posture, context 
and real-time threat assessment. The benefits of this 
approach are many: 

• Static rules based on L2-L3 based segmentation 
using access control lists (ACLs) and user authen-
tications are draconian and can be easily com-
promised. A dynamic approach using a learning 
engine and a policy engine will correctly deter-
mine the device type and route it automatically 
and correctly to the right VLAN. 

• Any device on the subnet that does not match 
the profile of others, for example if a SCARA Ro-
bot has suddenly anomalous behavior, it can be 
quarantined from other devices on that network 
segment.

• Dynamic access control is critical for micro-loca-
tions within a specific location - as smart devices 
move between floors and rooms. The architecture 
should continuously monitor devices for their 
location, adapt to their current state, the network, 
its threat exposure and should not be defined as a 
set of static rules.

WootCloud creates 
automated, rule-based, 
clinically driven flexible 

security policies.
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WootCloud Reporting for Manufacturing and 
Quality Controls

WootCloud dashboards are clean, accurate, less noisy 
(low number of false positives) and rich in context with 
actionable information providing you centralized device 
security across the plant or facility.

The Alerts generated provide the Who, Where, What 
and How information for every medical device, with 
“actionable next step” guidance. The rich diagnostics & 
deep investigation capability automates alert handling 
at scale.

Clear executive briefs for 
board-level risk reporting
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WOOTCLOUD’S BUSINESS VALUE FOR 
MANUFACTURING

• Protecting your workers: WootCloud can 
alert security managers, duty shift leaders, in the 
event of current cyberattacks as well as any new 
compromised robots, controls, or other smart 
device. This provides you a much faster Incident 
Response and allows for general staff awareness 
of potential dangers to their operations.

• Stop many of the major ransomware at-
tacks: Identify WannaCry, Stuxnet, and other 
types of system-stopping ransomware in real 
time. This reduces your potential downtime and 
risk to workers, not to mention the impact to the 
bottom line on lost production. 

• Automated and dynamic device inventory: 
Most facilities have never done a full IT survey of 
every robot or smart device, let alone specialized 
smart devices including movable control systems, 
as part of their network discovery.  WootCloud 
discovers every connected and non-connected 
device in your environment automatically without 
requiring a physical search.

• Track smart device usage: With a dynamic 
and exhaustive inventory of all smart and other 
devices used in each floor and department, you 
can find lost equipment, use devices more effi-
ciently by calculating peak usage in each depart-
ment, and potentially reduce over-purchasing of 
resources which can be reused elsewhere.



ABOUT WOOTCLOUD

WootCloud is the only device security platform that uncovers unmanaged devices on both 
the radio and network spectrum, uses AI/ML to analyze over 300 device parameters to 
discover gaps in their device and infrastructure risk posture, and the opportunity to close 
these gaps automatically – all at scale. A privately held company, WootCloud is headquar-
tered in San Jose, California, with industry-leading customers, partnerships with leading 
security and infrastructure platforms, and top-tier investors.

3031 Tisch Way, Suite 308
San Jose, CA 95128 
1-888-4-WOOTCLOUD
www.wootcloud.com © 2021 WootCloud
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NEXT STEPS
WootCloud can be installed in just a couple of hours 
using virtual machines, and within a week you can have 
a complete inventory of devices along with risk scores 
and suggestions for remediation. Initial remediations 
are usually done manually, but as more confidence is 
gained, automated policies can be deployed that will be 
able to detect and stop attacks of all types, from ran-
somware to device tampering.

Contact us at sales@wootcloud.com or visit wootcloud.
com to learn how we can help your facility. 

https://www.wootcloud.com
mailto:sales%40wootcloud.com?subject=
mailto:https://www.wootcloud.com?subject=
mailto:https://www.wootcloud.com?subject=

